
Risk management is 

a critical part of our 

successful strategy, 

protecting the Bank 

and enabling us to grow 

more effectively and 

with greater security.

RISK  
MANAGEMENT
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Risk is an integral part of our business and 

decision-making process. Our performance 

depends on our ability to manage risk at every 

level. As a consequence, we have a robust 

risk management governance structure and 

framework that allows us to maintain a crucial 

balance between risk and reward.

This framework is shown below:

CORPOR ATE GOVERNANCE STRUCTURE

Board 

Board Committees

Audit &
Compliance
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Risk & Credit
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Corporate
Governance
Committee

Nomination,
Compensation &
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Management Executive Committee (MEC)

Management
Recoveries
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(MRC)

Management
Human

Resources
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(MHRC)

Liabilities &
Initiatives

Committee
(LICO)

Senior
Management
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(SMC)

Assets &
Liabilities
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(ALCO)

Capital
Expenditure
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(CEC)

Management
Risk & Credit
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(MRCC)

Financial
Performance
Management
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(FPMC)

International
Operations
& Alliances
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(IO&AC)
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The Group Chief Risk Officer, who is  

part of ADCB’s Executive Management 

team, attends meetings of each of 

the four Committees that report to, 

and support, the main Board. 

Our risk appetite is established by 

identifying the amount and type of  

risks considered reasonable to deliver 

on our business strategy and to 

ensure that ADCB can maintain its 

activity in the event of unexpected 

circumstances. 

ADCB’s risk profile and appetite are 

approved by the Board and Risk 

and Credit Committee and then 

cascaded down to every department 

and individual throughout the 

organisation. We have a strong risk 

culture, anchored to our strategy, 

and all staff are responsible for 

highlighting and managing potential 

risks in the course of their work. We 

reinforce individual accountability 

through a focus on the Three Lines 

of Defence model.

In this model, as depicted on the 

right, management control is the first 

line of defence in risk management, 

our various risk control and compliance  

oversight functions are the second 

line of defence, while independent 

assurance —  our internal audit team —  is 

the third.

3rd Line of Defence 

To provide independent assurance03

2nd Line of Defence 

Control function of risk  
management and compliance

02

1st Line of Defence 

Business Line management 
responsible for identification and 
control of risks

01

STRUCTURE AND COMPOSITION

Government
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Human Resources
Group 

Wholesale
Banking Group 

Consumer
Banking Group 

Treasury &
Investments

Group 

Group Business
Services 

Group Finance Risk Group

Group Chief
Executive O�cer 

 

Group Chief
 Internal Auditor

Board Audit & Compliance 
Committee (BACC)

Group General Counsel &
Board Secretary 

 

Board Risk & Compliance 
Committee (BRCC)

Board of Directors
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with full access to the Board Risk 

and Compliance Committee, and 

is a member of the Management 

Executive Committee and the 

Management Risk Committee. 

The functions that report into this 

new role include Corporate Credit, 

Retail and Commercial Credit, 

and Wholesale Credit Operations.

2018 marked the introduction of 

IFRS 9 Accounting Standard relating 

to approach to provisions for credit 

risk. In the lead up period, ADCB 

developed models to drive the 

provision assessments for both retail 

and wholesale portfolios. These 

modules were successfully deployed 

in 2018 with relevant provision and 

staging trends, by line of business and  

the various portfolio segments, 

tracked and reported to management 

and Board Committees. Our predictive 

capabilities have been enhanced via 

in-house development of early alert 

dashboards and we have extended 

the use of Etihad Credit Bureau 

score to assist in decisions within 

the Commercial Business. We also 

The Chief Risk Officer role continues 

to cover: Risk Management, Market 

Risk, Compliance, Operational Risk, 

Fraud, Policy & Portfolio governance 

and recently incorporated the function 

of Information and Physical security.

The roles and responsibilities for 

each function are set out in the graphic 

below.

As part of our continued efforts 

to improve the enterprise risk 

management operating model and 

in line with financial services best 

practices and regulatory guidelines, 

during 2018 the Bank took the 

opportunity to create a new role of  

Group Chief Credit Officer. The 

position reports to the Group CEO 

In 2018, under the direction of a newly- 

appointed Group Chief Risk Officer, 

the Bank identified, reviewed and 

refreshed its 10 principal risks and 

how each one is monitored. You can 

read about each of these principal 

risks in greater detail on page 43.

We continue to invest in our 

risk management capabilities to 

strengthen our approach. This year 

we engaged a number of external 

consultants and subject matter 

experts to review, test and approve 

our internal processes and policies, 

including information security/

cybersecurity, compliance and credit 

and expected loss model validation. 

initiated standardised enterprise-wide 

stress tests and reverse stress tests. At 

the same time, we provided staff with 

a range of technical training and risk 

awareness programmes.

We consistently monitor the impact 

of international developments and 

domestic challenges on our portfolio 

and adapt our approach accordingly. 

One of the ways we are improving 

the quality and speed of our response 

to emerging risks and regulatory 

reporting requirements, for example, 

is by investing in automation and 

upgrading our internal information 

management systems. This helps to 

ensure that our risk management 

practices remain best-in-class.

Internal Audit

Board

Management
Executive Committee 

 
 

Risk Management
function 

 

Business Line
Management responsibility 

 

Oversight & Implement

Define strategy and establish & ensure 
strong risk governance and control 
environment 

Risk Management & Compliance

Ownership
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ROLES & RESPONSIBILITIES (RISK GOVERNANCE)
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CAPITAL PL ANNING IN ACTION 

In practical terms, the role of capital 

in any bank is to provide creditor 

protection. Capital acts as a buffer 

against potential losses, thereby 

protecting depositors and other 

creditors. Provisions provide a 

cushion against expected losses.

For a more detailed study of our 

Risk management, see our separate 

Basel III —  Pillar III report.

CAPITAL PL ANNING PROCESS 

Regulators view the systemic risk of 

bank failures very seriously. The loss 

they can cause to depositors and the 

costs of bailouts by the government 

can be substantial, and as a result, the 

capital structure of banks is subject 

to rigorous regulation. The Basel 

Accords focus on risk management 

in banks and link the business 

profile of banks to their risk profiles 

and subsequently to regulatory 

capital. Hence, the Bank places high 

emphasis on capital structure, capital 

planning and capital allocation as part 

of strategic decision-making. 

Board of Directors

DIAGR AMMATIC VIEW OF THE CAPITAL PL ANNING PROCESS 

METHODOLOGIES, POLICIES, PROCESSES, GOVERNANCE AND INDEPENDENT ASSURANCE
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EXTERNAL RISK SCENARIOS

As part of our risk management 

strategy, we regularly identify and 

monitor external risks. These are 

events that could lead to a significant, 

unexpected adverse outcome that 

could cause the Bank, or one of its 

divisions, to fail to meet its strategic 

objectives. 

When we assess the potential impact 

of an external risk, we consider 

both financial and reputational 

implications. This section describes 

the categories of external risks 

that could materially affect the 

UAE banking system and ADCB: 

macroeconomic conditions, 

geopolitical risks, the additional costs 

and rigours imposed by enhanced 

regulatory requirements, risks related 

to information technology and data 

security, and concentration risks.

We track external risks closely and 

have augmented our related IT risk 

infrastructure accordingly.

EXTERNAL RISK: 
MACROECONOMIC 
CONDITIONS IN THE 
OPERATING MARKETS

DEFINITION AND  
POTENTIAL IMPACT:

Prolonged volatility in the price of 

oil will affect the UAE economy 

and the GCC countries’ economies. 

Most analyst reports forecast a 

slowdown in the GDP growth rates 

and an associated period of lower 

credit growth.

MITIGATION STRATEGY:

The UAE economy is well-diversified 

across non-oil sectors, which will 

help partially mitigate the impact of 

lower oil prices in the banking system. 

ADCB has more than 90% of its loans 

in the UAE and therefore expects 

to be a principal beneficiary of this 

strategy compared to peer banks 

with more geographically diverse 

asset books within the MENA region. 

ADCB’s portfolio diversification, in 

terms of investment in non-GCC 

bonds, lending to diversified industry 

groups, and focus on granular 

and well-structured lending, is 

expected to soften the impact of 

macroeconomic conditions.

* As permitted by transitional provisions of IFRS 9, the Group elected not to restate the comparative figures

OUR RISK PERFORMANCE

KPI 2017 2018

Capital

Common equity tier 1 (CET 1) ratio 13.96% 13.40%

Liquidity

Liquidity coverage ratio (LCR) 135% 186%

Deposit concentration (Top 10 depositors) 24.4% 26.0%

Credit

Investment grade exposures as a % of total exposures  
(excluding unrated)

* 66%

Loan-to-value ratio of retail mortgages 73% 72%

20 largest customer loan exposures 
as a % of gross loans

34.85% 36.58%

Non-performing loan (NPL) ratio 2.12% 2.88%

Provision coverage ratio 162.9% 130.2%

Cost of risk 0.81% 0.57%
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We also confirm that our capital 

and liquidity plans anticipate the 

potential effects of any changes. 

We continuously monitor and 

expand our capital allocation and 

liquidity management disciplines to 

incorporate future increased capital 

and liquidity requirements and to 

drive appropriate risk management 

and mitigating actions.

In the past few years, the Bank has 

launched several initiatives to reduce 

reputational risk to our business 

model. For example, our Customer 

Experience Committee ensures that 

customers enjoy a superior and 

consistent experience. We have well- 

developed policies and procedures 

to deal with customer complaints, 

and all front-office staff and officers 

are trained to deal with customer 

concerns promptly.

EXTERNAL RISK: 
GEOPOLITICAL RISK 

DEFINITION AND  
POTENTIAL IMPACT:

This risk could stem from one of many 

sources unrelated to the Bank and its 

business. Geopolitical tension remains 

a persistent issue in the region.

MITIGATION STRATEGY:

The Bank regularly monitors 

geopolitical and economic situations 

around the world. In particular, 

ADCB’s Chief Economist assesses 

the economic impact of changing 

geopolitical risks and provides vital 

inputs to drive the Bank’s strategy. 

Where necessary, we adjust our 

country limits and exposures to 

reflect our appetite and to mitigate 

these risks.

EXTERNAL RISK:  
REGUL ATORY AND LEGAL RISKS 
TO OUR BUSINESS MODEL

DEFINITION AND  
POTENTIAL IMPACT:

Governments and regulators often 

develop policies that impose new 

requirements, the recent VAT 

implementation being a key example. 

These developments may affect our 

business model and profitability. 

Should a regulatory change reduce 

the Bank’s ability to respond to any 

of our customers’ needs or to achieve 

fair customer outcomes, we may 

experience increased costs and 

reputational damage. 

Moreover, inability to satisfy our 

customers would cause the Bank to 

fall short of its strategic objectives, 

which could hurt earnings, liquidity, 

capital and shareholder confidence. 

The risk of failure due to external 

unanticipated regulatory and legal 

changes affects all our businesses.

MITIGATION STRATEGY:

We strive to ensure that the Bank’s 

views are considered when UAE 

regulatory policy is developed. ADCB 

chairs, or is a member of, several 

UAE Banks Federation forums. 

Internally, we analyse all new draft 

regulations or circulars to measure 

their impact qualitatively and 

quantitatively as well as to ensure they 

can be implemented effectively.
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The principal risks faced by ADCB are presented in 

the following pages, together with a summary of the 

critical areas of focus and how the Bank managed these  

risks in 2018. Metrics are assigned to each of these 

areas and reported via a dashboard to the Board using 

a Red/Amber/Green approach. This facilitates focus 

and discussions on the right areas as well as providing 

trends over time.

The heatmap, below, demonstrates our assessment 

of principal risks in 2018 in comparison to 2017. We 

have plotted each risk in terms of potential impact and 

likelihood to provide a baseline, which we will use as 

a benchmark for future years. This assessment takes 

into account our internal control environment with 

outcomes depicted below: 

Risk Increased

Risk Stable

Risk Decreased

 1 Capital  

 2 Compliance / Regulatory

  Conduct Risk

 4 Credit Risk

 5 Financial Crime Risk

 6 Information Security  

  & Technology Risk

 7 Liquidity & Funding Risk

 8 Market Risk

 9 Operational Risk

 10 Reputational Risk
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AND RISK COVERAGE
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business and assess outcomes 

through real-time customer feedback.

The Bank expects employees to 

conduct themselves with a high 

degree of integrity and to strive for 

excellence in the work they perform 

and the outcomes they achieve. 

The appetite for behaviours which 

do not meet these standards is very 

low. ADCB takes any breaches of its 

Code of Conduct very seriously. We 

have clearly defined policies on anti-

bribery and corruption, anti-money 

laundering and insider trading.

We are committed to creating a safe 

working environment for all of our 

staff, where people are protected 

from physical and psychological 

harm. We have zero tolerance for 

practices or behaviours that could 

be expected to lead to staff being 

harmed while at work.

The Bank relies on motivated, diverse 

and high-quality staff to perform its 

functions. We foster an environment 

where employees are empowered 

to the full extent of their abilities and 

one where our top talent retention 

rates are consistently high and above 

the industry standard.

We are also committed to treating 

our customers fairly by operating 

with transparency and providing clear 

information on products and services, 

managing conflicts of interest related 

to these services, avoiding mis-selling 

and having a rigorous process to 

ensure products and services we sell 

are suitable to customers.

ACCOUNTABLE EXECUTIVES:

Management Executive Committee 

members

ACCOUNTABLE COMMITTEES:

MEC, CGC, NCHR, BACC, Board

CAPITAL RISK

DEFINITION: 

ADCB defines capital risk as the 

potential for: (i) insufficient level or 

composition of capital to support 

our normal activities or stressed 

conditions and (ii) risk of loss arising 

from the Group failing to maintain the 

level of capital required by prudential 

regulators and other key stakeholders 

(shareholders, debt holders and rating 

agencies) to support operations and 

risk appetite.

APPROACH: 

We maintain a healthy and active 

approach to capital management, 

including the maintenance of 

buffers sufficient to support our 

strategic aims and maintenance 

of an investment grade rating.

ADCB is well-capitalised and regularly 

runs stress tests to ensure there will 

be sufficient capital coverage at 

all times. We also have a proactive 

approach to liquidity risk, which 

includes monitoring of positions, 

regular stress testing, and buffers in 

excess of the Basel requirements. 

We manage capital utilisation, and 

business growth within the risk-

weighted asset (RWA) target ranges 

reflected in our business plans. 

Such plans also target stability of 

earnings. We grow our business by 

targeting recurring economic profit 

commensurate with risks being taken 

and returns expected.

ACCOUNTABLE EXECUTIVES: 

Group Chief Financial Officer, Group 

Chief Risk Officer

ACCOUNTABLE COMMITTEES:

PMC, BACC, BRCC, Board

COMPLIANCE/REGUL ATORY 
RISK

DEFINITION:

ADCB defines compliance/regulatory 

risk as the potential for impact and 

exposure to regulatory sanctions, or  

loss from a failure on our part to 

comply with regulatory requirements, 

laws or industry standards. 

APPROACH:

We are committed to acting in 

accordance with our compliance 

standards, laws, regulations and 

industry standards, as well as internal 

policies and sound corporate 

governance principles. Identified 

breaches will be remedied as soon 

as practicable. The Bank has no 

appetite for deliberate or negligent 

non-compliance. 

ACCOUNTABLE EXECUTIVES:

Group Chief Compliance Officer & 

Group Chief Risk Officer

ACCOUNTABLE COMMITTEES: 

MEC, BACC, Board

CONDUCT RISK

DEFINITION:

ADCB defines conduct risk as the 

potential for detriment to retail 

customers, corporate clients or  

market integrity from the 

inappropriate supply of financial 

services, or from a failure on our part 

to abide by the Group’s Code of 

Conduct Policy and/or applicable 

laws or regulations, including insider 

trading and anti-bribery risk.

APPROACH:

We will maintain the standards in our 

code of conduct and core values 

(Integrity, Care, Ambition, Respect 

and Discipline), by continuously 

demonstrating that we “Do the 

Right Thing” in the way we conduct 
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INFORMATION SECURIT Y AND 
TECHNOLOGY RISK

DEFINITION:

ADCB defines Information Security 

and Technology Risk as the 

potential for loss from a breach of 

confidentiality, integrity or availability 

of the Group’s information systems 

and assets through cyber-attack, 

insider activity, error or control 

failure; this includes the risk of loss 

of confidential information plus the 

management and quality of data held 

within systems which may lead to 

financial losses.

APPROACH:

We have a minimal appetite for risk 

concerning the availability of critical 

business systems. Service availability 

requirements have been identified 

and agreed within each business area. 

We have no appetite for damage to 

our assets from threats arising from 

malicious attacks. To address this risk, 

we have strong internal processes 

and robust technology controls. Our 

appetite remains low for IT system-

related incidents which are generated 

by improper project management 

practices, excluding the unknowns 

before any ‘go live’.

ADCB provides a secure environment 

for its people and assets by ensuring 

its physical measures meet high 

standards. We have no appetite for  

the failure of physical security 

measures. 

We are committed to ensuring that 

information is authentic, appropriately 

classified, properly conserved 

and managed in accordance with 

legislative and business requirements. 

CREDIT RISK

DEFINITION:

ADCB defines credit risk as the 

potential for financial loss due to the 

failure of a customer to meet the 

agreed obligations to pay the Bank. 

It also includes concentration risk 

(increased exposure to large client 

groups, sectors or geographies) and 

decreases in credit quality.

APPROACH:

We manage our credit exposures by 

having a sound analytical framework, 

focusing on analysis of cashflows 

and taking into account the legal 

framework in which the Bank and 

borrower operates.

We manage credit risk carefully by 

applying a set of criteria and policies 

to lending, confining our dealings to 

clients of good creditworthiness and 

ensuring facilities are appropriately 

secured, wherever feasible. We have 

a greater appetite for risk in industries 

we better understand and have the 

insights, capability and capacity to 

manage and monitor. We remain 

a relationship-driven business 

rather than pursuing opportunistic 

transactions. Wherever possible, 

collateral is to be taken to reduce 

our unsecured lending.

ACCOUNTABLE EXECUTIVE:

Group Chief Credit Officer, Business 

Heads for Consumer & Wholesale, 

Group Chief Risk Officer

ACCOUNTABLE COMMITTEES: 

MRCC, BACC, SBRCC, Board

FINANCIAL CRIME RISK

DEFINITION:

ADCB defines financial crime risk as 

the potential for legal or regulatory 

penalties, material financial loss or 

reputational damage resulting from 

the failure to comply with applicable 

laws and regulations relating, but 

not limited to, international sanctions, 

anti- money laundering and anti-

bribery and corruption.

APPROACH:

We have no tolerance for breaches 

in laws and regulations related to 

financial crime, recognising that 

while incidents are unwanted, they 

cannot be entirely avoided. The 

Bank has no appetite for any fraud 

or corruption perpetrated by its staff. 

Any and all allegations of suspected 

fraud or corruption are taken seriously 

as set out in the code of conduct.

ACCOUNTABLE EXECUTIVES:

Chief Compliance Officer, 

Group Chief Risk Officer & 

Head of Fraud & Investigations

ACCOUNTABLE COMMITTEES:

MEC, BACC, Board
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We do not have any appetite to lose 

our investment grade rating and are 

mindful of managing liquidity and 

funding within the constraints of 

Basel III, regulator obligations and the 

desire to be the last bank standing.

ACCOUNTABLE EXECUTIVE: 

Treasurer, Group Chief Risk Officer

ACCOUNTABLE COMMITTEES: 

ALCO, BRCC, Board

We have no appetite for the deliberate 

misuse of information.

Nor do we have any appetite for 

compromise of processes or data 

integrity issues that may cause limited 

or erroneous data to adversely affect 

our ability to make correct business 

decisions or jeopardise the integrity 

of management and regulatory 

reporting, which may also lead 

to financial loss. We will mitigate 

these risks at all times balancing 

the cost of maintaining a controlled 

environment against the impact 

and likelihood assessment of a risk 

happening. 

ACCOUNTABLE EXECUTIVES: 

Head —  Information and Physical 

Security Governance, Head of Data 

& Governance, Head of Technology 

Services and Group Chief Risk Officer

ACCOUNTABLE COMMITTEES: 

MEC, BRCC, Board

LIQUIDIT Y & FUNDING RISK

DEFINITION:

ADCB defines liquidity risk as the 

potential that the Bank will be unable 

to meet its payment obligations 

associated with its financial liabilities 

when they fall due and to replenish 

funds when they are withdrawn. 

Funding risk is the risk that ADCB 

will be unable to achieve its business 

plans due to its capital position, 

liquidity position or structural 

position.

APPROACH:

We actively manage our liquidity 

and funding base to ensure, that we 

always have sufficient liquidity to 

meet our liabilities when due, under 

both normal and stressed conditions, 

without incurring unacceptable losses 

or risking damage to the Group’s 

reputation.
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REPUTATIONAL RISK

DEFINITION:

ADCB defines reputational risk 

as the potential adverse effects that 

can arise if the Bank’s reputation 

is damaged due to factors such as 

unethical practices, breach of law or 

regulation, customer dissatisfaction 

and complaints or adverse publicity.

APPROACH:

We protect the firm from material 

damage to its reputation by 

ensuring that any business activity 

is satisfactorily assessed and 

managed by the appropriate level 

of management and governance 

oversight. We have a very low appetite 

for material legal cases against the 

Group and where appropriate, will 

adequately make provisions for the 

same in a timely manner. 

ACCOUNTABLE EXECUTIVES: 

Management Executive Committee 

(MEC) members 

ACCOUNTABLE COMMITTEES: 

BACC, Board

MARKET RISK

DEFINITION:

ADCB defines market risk as the 

potential that changes in market 

prices, such as interest rates, equity 

prices, foreign exchange rates, 

commodity prices and credit spreads 

(not related to credit standing) will 

affect the Group’s income, assets/

liabilities or the value of its holdings 

of financial instruments.

APPROACH:

We control our trading portfolio 

and activities to ensure that market 

risk losses (financial or reputational) 

do not cause material damage to 

the Bank. Our appetite across six 

key categories is laid out within 

the market risk appetite framework 

covering: interest rate risk, foreign 

exchange risk, equity exposure risk, 

commodity risk, volatility risk and 

liquidity risk. Specific limits are  

established based on trading book, 

investment book and banking 

book activities. 

ACCOUNTABLE EXECUTIVES: 

Treasurer, Head of Market Risk & 

Group Chief Risk Officer

ACCOUNTABLE COMMITTEES: 

ALCO, BRCC, Board

OPERATIONAL RISK

DEFINITION:

ADCB defines operational risk 

as the potential for loss resulting 

from inadequate or failed internal 

processes, people and systems, 

or the impact of external events. 

This includes fraud, technology, 

outsourcing and legal risk as well 

as damage arising from inadequate 

or failed internal processes, people 

and systems.

APPROACH:

We control operational risks to ensure 

that fraud and operational losses 

(financial or reputational), including 

any related to conduct of business 

matters, do not cause material 

damage to the Bank.

We monitor the stability of our 

systems, the effectiveness of business 

continuity planning and disaster 

recovery to ensure the level of service 

we offer our customers and the 

expectations of regulators are never 

compromised. 

We have adopted four levels of 

operational risk severity rating: minor,  

moderate, significant and major, 

whereby minor risk would lie within 

the Bank’s appetite, and major 

constitutes a threat to the Bank’s 

ability to continue operations.

The Bank mitigates these risks at 

all times, balancing the cost of 

maintaining a controlled environment 

against the impact and likelihood 

assessment of a risk happening.

ACCOUNTABLE EXECUTIVES:

Head of Operational Risk, Business 

Heads, Group Chief Risk Officer

ACCOUNTABLE COMMITTEES:

MEC, BACC, BRCC, Board
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